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Introduction 

In nowadays it is easy to tell that a global and a technological age is being faced which means that our lives 
are becoming dependent to technology. This dependence has created many new terms,  advantages and risks 
such as but not limited to “cyberspace”, ICTs(Information Communications Technology), cyber threats and 
cyberwarfare. But in the other hand this new change brought new threats and risks which are cyber threats and 
difficulties to protect freedom in the global age.  Especially threats to the international security like hackings 
and cyber-attacks which could be done personally or by other states and the freedom in the global age like 
privacy have become more crucial and hard to tackle because of the hugeness and the development level of 
the technology and that means the best advantage could easily become the most risky weapon. 

Definition of Key Terms 

International Security: It is also known as the  global security, and it refers to the measures taken 

by states and international organizations, such as the United Nations, European Union, and others, in order to 
ensure mutual survival and safety of nations.   

Cyber Warfare: It ise the use of computer technology to disrupt the activities of a state or organization, 

especially the deliberate attacking of information systems for strategic or military purposes. 

Cyberspace: It is the environment where the communications over computer networks occurs 

Cyber Threats: It is the possibility and the risk of a malicious attempt to damage or disrupt a computer 

network or a system. 

ICTs:  "Information and Communication Technologies." ICT refers to any technology that provides access to 

information through communication. It is like information technology (IT), but it focuses  on communication 
technologies. For example cell phones, internet etc... 

https://en.wikipedia.org/wiki/State_(polity)
https://en.wikipedia.org/wiki/International_organization
https://en.wikipedia.org/wiki/United_Nations
https://en.wikipedia.org/wiki/European_Union
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STUXNET Virus: Stuxnet is an extremely sophisticated computer worm that exploits multiple previously 

unknown Windows zero-day vulnerabilities to infect computers and spread. Its purpose was not just to infect 
PCs but to cause real-world physical effects. Specifically, it targets centrifuges used to produce the enriched 

uranium that powers nuclear weapons and reactors. Lastly it is supposed to be created by USA and Israel to 

fight with Iran. 

Malware: Malware is a type of software which aims to disrupt, damage or gain unauthorized access to a 

computer system. 

Spyware: Spyware is a type of software that enables to obtain covert information about other computer 

activities by transmitting data from their hard-drive. 

Ransomware: Ransomware is a type of malware that encrypts a victim’s file. 

General Overview 

The creation of World Wide Web in 1989 led to important transformations in the way people communicate 
and modern societies to do business. Moreover, after this creation a really big economic growth was expected 
by allowing developing countries to participate on a more equitable footing in the global economy and 
empowering individual citizens by technologies to communicate and organize politically at national and 
international levels in ways that were not possible before. But things didn’t go as expected. This allowance led 
the countries to have technological disparities among them which are the main reasons for cyber risks which 
are also known as the cyber threats. Over years the risks to international security has changed, in past decades 
and centuries the possible threats were invasions but now cyber-attacks are the most important threats. The 
reason of this massive change is the development of the technology. There are a lot of benefits of this 
development especially for nations’ own security but in the other hand this development has created an 
environment where it is so open for misuses and these misuses are extremely dangerous for international 
security. 

Major Parties Involved 

The Shanghai Cooperation Organization (SCO)  

In 2011, the SCO presented an “International Code of Conduct for Information Security” to the General 
Assembly. It included voluntary provisions banning the use of the Internet for military purposes, notably for 
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the conduct of hostile activities or acts of aggression via the proliferation of “information weapons” or related 
technologies. It strongly emphasized the importance of the criminal use of ICTs… 

Organization for Security and Co-operation in Europe (OSCE)  

They have developed working agendas on cybersecurity and ICT’s in the context of international security. 
They have formed open-ended informal working groups which aimed cooperation in order to tackle the 
conflict. 

Association of Southeast Asian Nations Regional Forum (ASEAN) 

In 2015 they have developed a ‘’work plan on security of and in use of ICT’s’’. It aimed and took some 
measures in order to develop an environment where the conflict is aimed to be solved by developing trusts 
between States. 

Organization of American States (OAS) 

They have built a commitment to generate confidence building measures that enhance international security 
by augmenting the transparency, and the organization is working on a program which aims to take measures 
against cyberwarfare. 

North Atlantic Treaty Organization (NATO) 

NATO is one of the first organizations to take measures against the conflict. They first had ICT’s in their 
political agenda of 2002 in Prague. This focus was followed by the organization’s first cyber defense policy in 
2008. Cyber defense gained more importance since then. Between the Lisbon Summit (2010) and the Wales 
Summit (2014), cyber defense was included in NATO’s Strategic Concept. After the 2016 Warsaw Summit, 
NATO started training member states and taking recommendations about the cyber threats. 

European Union (EU) 

The European Union has played an important role in shaping norms for behaviour in cyberspace. Over the 
past few years, driven by the increased ability of State and non-State actors to conduct malicious ICT activity, 
the EU has adopted a new “Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities” 
which builds on the EU Cybersecurity Strategy and EU Cyber Diplomacy and reads as a form of deterrent vis-
à-vis malicious ICT activity. 

Treaties and Events 
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Convention on the Rights of the Child (1989) - This convention does not specifically focuses on the 

cyber threats to international security butit is a based convention on generally the international security. 

United Nations Convention Against Transnational Organized Crime (2000) - This convention is a 

convention where it is aimed to focus and tackle transnational crimes and threats to international security. 

Optional Protocol to the Convention on the Rights of the child(2001) - This protocol is the 

ameliorated and added version of the Convention on the Rights of the child but the main aim is the same. 

Convention on Cybercrime(2001) - This convention is nearly the first solid solution idea based on 

cybercrime it focuses more on cybersecurity and the risks. 

Additional Protocol to the Convention on Cybercrime Concerning the Criminalisation of Acts 

of a Racist or Xenophobic Nature Committed Through Computer Systems(2003)- This is the 

added version with the same base of the Convention on Cybercrime. 

UNIDIR Resolution (2017) - This is one of the last taken actions on this topic and contains a lot of ideas 

on international security and cyber threats. It connects these two problems and it is one of the most efficient 
solutions among the lastly done ones. 

Evaluation of Previous Attempts to Resolve the Issue 

The issue and the threats that are faced against the international security due to cyber warfare threats are so 
recent that’s why it is understandable that the Past Treaties or events didn’t succeed. For a treaty to succeed an 
amount of time is needed moreover to have a good treaty which will cover up the whole issue the knowledge 
of the issue and the risks is crucial that means first of all time is needed to get to know the issue.  Even to tell 
that, there weren’t many useful and direct attempts or measures that were taken in the past wouldn’t be wrong. 
After the huge development of the technology these risks have occurred but the history of this conflict is 
mostly 20 years and it is hard to agree on and sign an effective treaty or a solution in this amount of time. 
That’s the main reason why in this year’s Security Council, the aim should be to agree on and sign an useful 
solution which will be nearly the first and precise solution in order to tackle the conflict for long years with a 
mutual and a peaceful agreement. 
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Possible Solutions 

First of all, it should not be forgotten that the problem faced is not an old issue, and that’s why in the past 
years solid measures were not taken. In the UN Security Council, the first aim should be to agree on a solid 
resolution which will be in action for long years and which will be the first actual step. International security 
is the most important subject for the nations and that’s why it should not be violated in any case especially by 
cyberwarfare. The only way to guarantee would be an agreement which is based on nations’ transparency and 
trust on each other. Secondly, to cure a disease we must diagnose it. In order to tackle our conflict, every 
nation should be aware of the risks. That briefing should be done and awareness should be raised. Lastly, 
every nation is responsible for themselves so every nation should take their own cyber precautions, without 
violating others rights, on possible cyber threats. If every nation has their precautions, and if they agree with 
each other on mutual solutions and  emphasize the importance of the international security and the risks of 
cyberwarfare to other nations in this year’s Security Council the problem will be tackled. 
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